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a-squared Anti-Malware 3.5: Protection from damaging
software now with community-based intelligence!

Two a-squared products have entered the next generation. Versions 3.5 of a-
squared Anti-Malware and a-squared Free are now available. They protect your
system from Trojans, Worms, Keyloggers, Dialers, Rootkits and Spyware. a-
squared Anti-Malware now relies on the intelligence of the a-squared community to
reduce false alarms. Other new features are better self-protection, recognition of
mouse and keyboard simulators, and an extended Paranoid Mode. a-squared Free
3.5 can also now be started from a USB stick.

Every computer that has contact with the Internet is in constant danger of being infected
with malignant Malware. There are many different types of damaging software. Trojans,
Worms, Keyloggers, Dialers, Rootkits and Spyware programs often pretend to be
harmless programs. In reality, they spy on your system and open the door for hackers to
access your computer.

a-squared Anti-Malware 3.5 (http://www.emsisoft.com/en/software/antimalware/)
establishes efficient protection against all these damaging programs and now provides
extra security for the PCs of over four million users. Daily updates via the Internet ensure
that even very new damaging code can be recognized and eliminated via a signature
comparison. This is important because hundreds of new Malware variants create danger
in the workplace every day. Backdoors, Bots and Tracking Cookies are also recognized
with this method. However, a-squared Anti-Malware does not just rely on Signatures. The
unique Malware-Intrusion Detection System (Malware-IDS) goes one step further by using
behavioral analysis to identify and block potentially dangerous programs before they can
do any damage.

a-squared Anti-Malware 3.5: Use the intelligence of the masses
The new version of the a-squared Anti-Malware 3.5 protection program offers a number of
important new features.

- Community-based alert reduction: Anti-Malware programs that also use behavior
analysis can be somewhat over-enthusiastic with alert messages and often raise alarms
for programs that are actually completely harmless. The system now uses community-
based alert reduction to prevent this. This system queries the "intelligence of the masses".
This works in the following manner: When an alert occurs, the program checks if other
users have run the same software and, if so, whether they decided to allow or deny the
program to start when the warning was raised. a-squared Anti-Malware 3.5 then provides
an appropriate recommendation based on this analysis. A percent value can be specified
in the program. For example, the protection software can automatically allow a program to
run when 90 percent of all users have also decided to allow the same program to run.

- Recognition of mouse and keyboard simulators: Within the scope of providing
significantly better self-protection, a-squared Anti-Malware 3.5 now checks for programs
that simulate mouse motion, mouse clicks, and keyboard input. Many damaging programs
use this technique to terminate security programs. Programs exhibiting this type of
behavior can now be recognized and rendered inoperative by a-squared Anti-Malware.
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- Extended Paranoid Mode: Those who wish extra security can enable the Paranoid
Mode. This signals an especially large number of suspect procedures and suspicious
program starts. This mode has been recently expanded and now also signals programs
having Malware-similar file layouts.

A free 30-day trial version of a-squared Anti-Malware 3.5 is available in the Internet
(http://www.emsisoft.com/en/software/antimalware/). A 1-year license for the full version
costs US $39.95. The full version also includes the a-squared HiJackFree system. Until
the end of April, all full-version customers also receive a free 1 GB Emergency USB Stick
(http://www.emsisoft.com/en/software/stick/). This contains a-squared Free and also the
a-squared Command line Scanner for cleaning infected systems.

a-squared Free: Can now also be used directly from a USB stick

The free program a-squared Free (http://www.emsisoft.com/en/software/free/) has also
been updated. Version 3.5 can still be used free of charge by private users to protect their
systems from Trojans, Spyware, Adware, Worms, Keyloggers, Rootkits, Dialers and other
damaging programs. The program uses Signatures for recognizing damaging programs
but, in contrast to a-squared Anti-Malware, does not provide the Malware-Intrusion
Detection System.

The new version of a-squared Free can now be used without installing it on the target
computer. The program can be directly copied to a USB stick or other removable media.
This allows a-squared Free to be used to first check a computer for Malware infection as
soon as the user sits in front of it. This could be a hotel computer, a PC in an Internet
cafe, or the computer of a colleague.

Christian Mairoll, the General Manager of Emsi Software GmbH, says: "With infected
computers, it is often the case that an Internet connection for downloading protection
software cannot be established. a-squared Free can then be used from a USB stick to
clean the infected system."

Homepage: http://www.emsisoft.com/
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ABOUT EMSI SOFTWARE

Emsi Software GmbH was founded in Oberndorf, Austria by founder and company head
Christian Mairoll in 2003. The security specialist concentrates on behavior-based Malware
blocking in the IT security sector. The behavior analysis module of the main product, a-
squared Anti-Malware, monitors all active programs in real-time. To do this, the software
switches between operating system and program levels in order to monitor the behavior of
all running programs. If damaging actions are suspected then an alarm is emitted and the
Malware can be stopped. Emsi Software introduced the Mamutu pure Behavior Blocker to
the market in 2007. Whereas a-squared Anti-Malware has "Double real-time protection”
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and combats pests based on their behavior and using Signatures, "Mamutu" focuses
solely on behavior analysis and does not contain a virus scanner.

Our goal is to become a leading European supplier of behavior-based technology for
computer pest defense.
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